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New HIPAA Regulations Require 
Notification of Breaches of Unsecured 

Protected Health Information

GEORGE CHORIATIS

In this article, the author discusses the new Health Insurance Portability 
and Accountability Act (“HIPAA”) regulations which require a health-

care provider and other persons subject to HIPAA, upon discovering that 
any unsecured protected health information held by them has been used 
or disclosed in breach of certain privacy requirements of HIPAA, to noti-
fy the affected patients, U.S. Department of Health and Human Services, 

and, in the case of a breach involving at least 500 patients, the media.

On August 24, 2009, the U.S. Department of Health and Human 
Services (“HHS”) published new regulations under the Health 
Insurance Portability and Accountability Act (“HIPAA”), which 

require a healthcare provider and other persons subject to HIPAA, upon 
discovering that any unsecured protected health information held by them 
has been used or disclosed in breach of certain privacy requirements of 
HIPAA, to notify the affected patients, HHS, and, in the case of a breach 
involving at least 500 patients, the media (the “Breach Notification Regu-
lations”).1  The Breach Notification Regulations are applicable to breaches 
that occur on or after September 23, 2009. 
	 The Breach Notification Regulations affect all HIPAA “covered enti-
ties.”  A covered entity is (i) a health plan, (ii) a health plan clearinghouse, 
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or (iii) a health care provider (including a physician, physician organi-
zation, hospital, skilled nursing facility, home health agency, etc.) which 
transmits in electronic form any protected health information in connec-
tion with the processing of claims for payment for health care services or 
any other financial or administrative transactions regulated by HIPAA.2  
The Breach Notification Regulations also affect “business associates” of 
covered entities, which include any person (other than an employee of 
the covered entity) who, on behalf of the covered entity, performs a func-
tion, activity, or service that involves the use or disclosure of protected 
health information.3  Business associates include medical billing compa-
nies, medical transcription companies, professional service firms (such as 
law firms and accounting firms) that perform services involving the use of 
protected health information, and other such companies.  It is important 
that covered entities and their business associates understand the Breach 
Notification Regulations, because there are certain actions that they can 
take now to minimize or even avoid potential liability under the Breach 
Notification Regulations, as discussed further below.  

BACKGROUND

	 Since its enactment in 1996, HIPAA has prohibited covered entities 
from using or disclosing a patient’s individually identifiable health infor-
mation except either as HIPAA permits or requires or as the patient autho-
rizes in writing.  The Breach Notification Regulations stem from several 
significant amendments to HIPAA that were included in the Health In-
formation Technology for Economic and Clinical Health Act (“HITECH 
Act”), which was enacted by the U.S. Congress on February 17, 2009 as 
part of the federal stimulus bill, the American Recovery and Reinvest-
ment Act of 2009 (the “ARRA”).  In brief, such amendments to HIPAA (i) 
impose additional requirements that must be satisfied by covered entities, 
(ii) make HIPAA directly applicable to persons other than covered enti-
ties, including business associates of covered entities, and (iii) strength-
en HIPAA’s enforcement provisions.  Specifically, the Breach Notifica-
tion Regulations are intended to implement the amendment contained in  
§ 13402 of ARRA, which amended HIPAA to require covered entities and 
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their business associates, upon discovering that any of their unsecured 
protected health information has been acquired, accessed, used or dis-
closed in breach of certain privacy requirements of HIPAA, to provide 
notice of the breach to various persons.  To carry out such amendment, the 
HITECH Act instructed HHS to promulgate regulations implementing the 
amendment,4 and the Breach Notification Regulations were adopted by 
HHS pursuant to such instruction.  The Breach Notification Regulations 
will be codified as a new Subpart D to part 164 of Title 45 of the Code of 
Federal Regulations (“CFR”).
	 Prior to the enactment of the HITECH Act, a covered entity did not 
have an obligation to notify affected patients of any breaches of HIPAA.  
In brief, a covered entity, upon discovering that it had breached HIPAA, 
was required to mitigate, to the extent practicable, any harmful effect of 
the breach.5  Although, under some circumstances, notice of the breach to 
the affected individuals might have been necessary to mitigate the harmful 
effects of the breach, such notice was by no means mandatory.  Second, 
a covered entity was required to document the breach and to retain such 
documentation for at least six years.6  Such requirement was imposed be-
cause HIPAA provides to a patient the right to request from a covered 
entity an accounting of all disclosures or uses of his or her protected health 
information by it during the six year period prior to the request for such ac-
counting.7  Third, the covered entity was required to sanction any employ-
ees responsible for the breach and adopt certain other safeguards.8  The 
HITECH Act did not affect the foregoing obligations, and covered entities 
will continue to have such obligations.  However, the HITECH Act and the 
Breach Notification Regulations adopted pursuant thereto have imposed 
on covered entities an additional obligation to provide notice to various 
persons in the event of certain breaches of HIPAA, as discussed below.  

MAKING SENSE OF THE BREACH NOTIFICATION REGULATIONS

	 As discussed further below, the Breach Notification Regulations pro-
vide that, if a covered entity discovers after September 23, 2009 that any 
of its unsecured protected health information has been acquired, accessed, 
used, or disclosed in breach of certain privacy requirements of HIPAA, 
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then it must notify the affected individuals without unreasonable delay.9  
The covered entity also must notify HHS within 60 days of the end of the 
calendar year during which the breach occurred; however, if the breach 
involves the protected health information of at least 500 individuals, the 
covered entity must notify HHS at the same time that it notifies the af-
fected individuals.10  In addition, if the breach involves the protected 
health information of at least 500 individuals of a State or jurisdiction, the 
covered entity must notify prominent media outlets serving such State or 
jurisdiction.11  Regardless of whether a breach occurs, a covered entity is 
required to train all members of its workforce with respect to the Breach 
Notification Regulations and to incorporate the new requirements in its 
HIPAA policies and procedures.12  Pursuant to the HITECH Act, HHS 
will post on its website a list of covered entities that undergo breaches of 
unsecured protected health information involving at least 500 patients. 
	 The Breach Notification Regulations also impose notification obliga-
tions on business associates.13  Thus, if a business associate of a covered en-
tity discovers after September 23, 2009 that any unsecured protected health 
information of the covered entity has been acquired, accessed, used, or dis-
closed in breach of certain requirements of HIPAA, then it is also required to 
send out a notice of the breach without unreasonable delay, but such notice 
must be sent to the covered entity instead of the affected individuals, HHS, 
or the media.14  The covered entity, in turn, would then be obligated under 
the Breach Notification Regulations to send out the appropriate notices to 
the affected individuals, HHS, and the media.
	 An analysis of the Breach Notification Regulations necessarily entails 
a two-part inquiry.  The first part of the inquiry focuses on the thresh-
old issues that must be addressed under any given set of circumstances 
in order for a covered entity or business associate to determine whether 
it has an obligation to deliver any notices pursuant to the Breach Notifi-
cation Regulations under such circumstances.  Such threshold issues are 
discussed below.  Once a covered entity or business associate determines 
that its obligation to deliver such notices has been triggered under a given 
set for circumstances, then the second part of the analysis would focus on 
the requirements relating to the notices that must be delivered.  Such re-
quirements are discussed below.  The burden of proof applicable under the 
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Breach Notification Obligations is also discussed below.  Finally, certain 
administrative safeguards that must be put in place regardless of whether 
or not a breach occurs are the subject of a section below.

The Threshold Issues

	 As discussed above, the general rule is that, (a) if a covered entity or 
business associate (i) discovers (ii) a breach of (iii) unsecured protected 
health information, then (b) it is required to notify various persons of the 
breach.  Accordingly, to determine whether a covered entity or business 
associate has an obligation to deliver any notices under the Breach Notifi-
cation Regulations, the following threshold questions must be answered: 

•	 Did a breach occur?  If not, then the notification obligations are not 
triggered.  If the answer is “yes,” then the next question is:  

•	 Was the information that was the subject of the breach unsecured pro-
tected health information?  If the breach related to secured protected 
health information and did not involve any unsecured protected health 
information, then the notification obligations are not triggered.  How-
ever, if the breach did relate to unsecured protected health informa-
tion, the third question is:

•	 Was the breach discovered?  The notification obligations are triggered 
upon a “discovery” of a breach of unsecured personal information. 
Accordingly, the final threshold issue that must be addressed is deter-
mining the circumstances under which the covered entity or business 
associate will be treated as having discovered the breach.  

	 The definitions of the highlighted terms are discussed below.  In apply-
ing the above analysis to a given set of factual circumstances, it is helpful 
to consider the second question above (i.e. whether the information that 
was the subject of the breach was unsecured protected health information) 
first, before addressing the other two questions.  Accordingly, the follow-
ing discussion of the highlighted terms above begins with the definition of 
“unsecured personal health information” and then moves on to the defini-
tions of the other highlighted terms.  
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How to Determine Whether Certain Information Is “Unsecured  
Protected Health Information”

	 “Unsecured protected health information” means protected health 
information that has not been rendered unusable, unreadable, or indeci-
pherable to unauthorized individuals through the use of a technology or 
methodology specified by the HHS.15  Accordingly, to determine whether 
certain information constitutes “unsecured protected health information,” 
the following two-part inquiry must be undertaken: 

•	 Is the information “protected health information?”  If not, then the 
information does not fall within the definition of “unsecured protected 
health information.”  If the answer is “yes,” then the next question is:  

•	 Has such protected health information been rendered unusable, un-
readable, or indecipherable to unauthorized individuals through the 
use of a technology or methodology specified by the HHS?  If it has, 
then the information is not unsecured protected health information.  If 
it has not, though, then the information is unsecured protected health 
information.

How to Determine Whether Information Is “Protected Health  
Information”  

	 With respect to “protected health information,” no change was made 
to the definition of such term by either the Breach Notification Regulations 
or the HITECH Act.  In brief, “protected health information” refers to 
the individually identifiable health information of a patient, regardless of 
whether such information is stored electronically, on paper, or otherwise.  
Definitions of the term “protected health information,” “individually iden-
tifiable information,” and “health information” are contained in 45 CFR § 
160.103.  

How to Determine Whether Protected Health Information Is Unsecured  

	 Protected health information may be rendered unusable unreadable, or 
indecipherable to unauthorized individuals through the use of a technol-

Published in the September 2009 issue of Privacy & Data Security Law Journal. 
Copyright ALEXeSOLUTIONS, INC. 1-800-456-2340



Privacy & Data Security Law Journal

682

ogy or methodology specified by HHS in a written guidance prepared by it 
for such purpose.  Such guidance was initially published by HHS in April, 
2009, but HHS revised it in response to public comments it subsequently 
received, and the revised guidance was published together with the Breach 
Notification Guidelines on August 24, 2009.16  Pursuant to the guidance, 
there are two ways that information may be rendered unusable unreadable, 
or indecipherable to unauthorized individuals — the information can be 
either (a) encrypted, if it is used in electronic form, or (b) destroyed, if it 
is used in either electronic form or paper form.  Thus, encryption and de-
struction are the only two ways that protected health information may be 
rendered secure.  If the protected health information is used in paper form,  
the only way to render it secure may be to destroy it.

	 Encryption.  Information may be encrypted by “the use of an algorith-
mic process to transform data into a form in which there is a low prob-
ability of assigning meaning without use of a confidential process or key 

and such confidential process or key that might enable decryption has not 
been breached.  To avoid a breach of the confidential process or key, these 
decryption tools should be stored on a device or at a location separate from 
the data they are used to encrypt or decrypt.”17  Valid encryption processes 
for “data at rest” (i.e. stored data that resides in databases, file systems, flash 
drives, memory, and any other structured storage method) are those encryp-
tion processes consistent with National Institute of Standards and Technol-
ogy (“NIST’) Special Publication 800-111, Guide to Storage Encryption 
Technologies for End User Devices.18  Valid encryption processes for “data 
in motion” (i.e. data that is moving through a network, including wireless 
transmission, whether by e-mail or structured electronic interchange are 
those which comply, as appropriate, with (a) the following NIST Special 
Publications: (i) 800-52, Guidelines for the Selection and Use of Transport 
Layer Security (“TLS”) Implementations; (ii) 800-77, Guide to IPsec VPNs; 
or (iii) 800-113, Guide to SSL VPNs; or (b) any other standards that are 
Federal Information Processing Standards (“FIPS”) 140-2 validated.19  

	 Destruction.  Information may be properly destroyed as follows: If 
the information is stored on paper, film, or other hard copy media, then 
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such information may be destroyed by shredding or destroying it such 
that the information cannot be read or otherwise cannot be reconstructed. 
Redaction is specifically excluded as a means of data destruction. If the 
information is stored electronically, the information can be destroyed if the 
electronic media have been cleared, purged, or destroyed consistent with 
NIST Special Publication 800-88, Guidelines for Media Sanitization such 
that the information cannot be retrieved.20

How to Determine Whether a Breach Has Occurred

	 “Breach” is specially defined under the Breach Notification Regula-
tions as (a) the acquisition, access, use, or disclosure of protected health 
information (b) in a manner not permitted under Subpart E of the “Privacy 
Rule” promulgated by HHS under HIPAA (such Subpart E is codified at 
45 CFR 164.500 through 164.534), and (c) which compromises the secu-
rity or privacy of the protected health information.21  Moreover, the Breach 
Notification Regulations contains three exceptions to the foregoing defini-
tion for certain uses that are unintentional and certain disclosures that are 
made inadvertently or in good faith, as discussed further below.  
	 Accordingly, to determine whether a “breach” has occurred, the fol-
lowing four part inquiry is useful:

Question No. 1: Has unsecured protected health information been ac-
quired, accessed, used, or disclosed?  

	 The terms “use” and “disclose” were previously defined in 45 CFR 
160.103, and the Breach Notification Regulations make no changes to such 
definitions. “Use” means, with respect to protected health information, the 
sharing, employment, application, utilization, examination, or analysis of 
such information within an entity that maintains such information.  “Dis-
closure” means the release, transfer, provision of, access to, or divulging 
in any other manner of information outside the entity holding the informa-
tion. HHS’s preamble to the Breach Notification Regulations clarify that 
the terms “acquisition” and “access” are not specially defined and will 
be interpreted based on their plain meanings, and that, in any event, they 
are encompassed within the current definitions of “use” and “disclosure.”  
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To avoid any inconsistencies, the Breach Notification Regulations revised 
the definition of the term “access” at 45 CFR 164.304 to clarify that the 
special meaning given to such term in that regulation is inapplicable to the 
Breach Notification Regulations.  
	 If the answer to Question No. 1 above is “no,” then a breach has not 
occurred.  If the answer is “yes,” then the next question is: 

Question No. 2: Does such acquisition, access, use, or disclosure fall with-
in any of the exceptions to the definition of breach, which are as follows: 

(i)	 any unintentional acquisition, access, or use of protected health infor-
mation by a workforce member or person acting under the authority of 
a covered entity or a business associate, if such acquisition, access, or 
use was made in good faith and within the scope of authority and does 
not result in further use or disclosure in a manner not permitted under 
subpart E of the HIPAA privacy rule; 

(ii)	 any inadvertent disclosure by a person who is authorized to access 
protected health information at a covered entity or business associate 
to another person authorized to access protected health information 
at the same covered entity or business associate, or organized health 
care arrangement in which the covered entity participates, and the in-
formation received as a result of such disclosure is not further used 
or disclosed in a manner not permitted under subpart E of the HIPAA 
privacy rule; and

(iii)	a disclosure of protected health information where a covered entity or 
business associate has a good faith belief that an unauthorized person 
to whom the disclosure was made would not reasonably have been 
able to retain such information.  

	 If the answer to Question No. 2 above is “yes,” then a breach has not 
occurred.  If the answer is “no,” then the next question is:

Question No. 3: Does such acquisition, access, use, or disclosure violate 
any of the requirements of subpart E (codified at 45 CFR 164.500 through 
164.534) of the HIPAA privacy rule?  
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	 We are now entering into the realm of HIPAA that has preoccupied 
HIPAA attorneys for years.  By way of background, HIPAA consists of 
42 U.S.C. § 1320d et seq. and the regulations promulgated by the Depart-
ment of Health and Human Services thereunder, which are codified at 45 
CFR parts 160, 162, and 164 (the “HIPAA Rules”).  The basic substantive 
requirements of the HIPAA Rules are contained in the following subdi-
visions of the HIPAA Rules: (i) the HIPAA privacy rule (consisting of 
45 CFR Part 160 and Subparts A and E of Part 164), which governs the 
use and disclosure of protected health information; and (ii) the HIPAA 
security rule (consisting of 45 CFR Part 164, Subparts A and C), which 
requires persons subject to HIPAA to adopt certain administrative, techni-
cal, and physical security safeguards to assure the confidentiality of pro-
tected health information.  Not every violation of the HIPAA statute or the 
HIPAA Rules constitutes a “breach” for purposes of the Breach Notifica-
tion Regulations.  Only a violation of Subpart E of the privacy rule con-
stitutes a “breach” that triggers an obligation to send the various notices 
pursuant to the Breach Notification Regulations.  As a general matter, Sub-
part E of the privacy rule prohibits the use or disclosure of protected health 
information except either as permitted or required thereunder or as the pa-
tient authorizes in writing.  Accordingly, only those violations of HIPAA 
which relate to the use or disclosure of protected health information will 
constitute a “breach” for purposes of the Breach Notification Regulations.  
	 If the answer to Question No. 3 above is “no,” then a breach has not 
occurred.  If the answer is “yes,” then the next question is: 

Question No. 4: Does such violation “compromise the security or privacy 
of the protected health information?”
 
	 A violation compromises the security or privacy of the protected 
health information if it “poses a significant risk of financial, reputational, 
or other harm to the individual.” HHS’s preamble to the Breach Notifica-
tion Regulations states that, to determine whether there is a “significant 
risk” of harm to an individual as a result of the violation, covered enti-
ties and business associates will need to perform a risk assessment.22  

Published in the September 2009 issue of Privacy & Data Security Law Journal. 
Copyright ALEXeSOLUTIONS, INC. 1-800-456-2340



Privacy & Data Security Law Journal

686

It also states that, in conducting such risk assessment, covered entities 
and business associates may consider the following factors: (i) whether 
the recipient of the information is obligated to protect the privacy and 
security of the information it received in the same or similar manner as 
the entity that disclosed the information; (ii) whether any steps taken 
by the covered entity immediately following the violation to mitigate 
an impermissible use or disclosure, such as by obtaining the recipient’s 
satisfactory assurances that the information will not be further used or 
disclosed (through a confidentiality agreement or similar means) or will 
be destroyed, eliminate or reduce the risk of harm to the individual to 
a less than “significant risk;” (iii) whether the impermissibly disclosed 
protected health information is returned prior to it being accessed for an 
improper purpose; and (iv) whether the nature of the protected health 
information poses a significant risk of financial, reputational, or other 
harm.23  In addition, HHS’s preamble to the Breach Notification Regula-
tions state that a helpful discussion of additional factors that may appro-
priately be considered is contained in a memorandum of the U.S. Office 
of the Management and Budget intended for use by federal agencies, 
which contains guidelines regarding safeguarding against and respond-
ing to the breach of personally identifiable information in the possession 
of the agencies.24

	 If the answer to Question No. 4 above is “no,” then a breach has not 
occurred.  If the answer is “yes,” then a breach has occurred.  

How to Determine Whether and When a Breach Was Discovered  

	 A covered entity will be treated as having “discovered” a breach on 
the first day that the breach is known to the covered entity or, by exer-
cising reasonable diligence would have been known to it.25  Moreover, 
knowledge of a breach will be ascribed to the covered entity if any per-
son, other than the person committing the breach, who is a workforce 
member or agent of the covered entity, has knowledge of the breach or, 
by exercising reasonable diligence, would have had knowledge of the 
breach.26  The term “workforce member” is specially defined in 45 CFR 
160.103 as “employees, volunteers, trainees, and other persons whose 
conduct, in the performance of work for a covered entity, is under the 
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direct control of such entity, whether or not they are paid by the covered 
entity.”  The term “agent” means any person who is deemed to be an 
agent of the covered entity under the federal common law of agency.27  
The term reasonable diligence” means the “business care and prudence 
expected from a person seeking to satisfy a legal requirement under sim-
ilar circumstances.”28  
	 Similarly, if a business associate commits a breach of unsecured pro-
tected health information, the business associate will be treated as having 
discovered the breach on the first day that the breach is known to it or, by 
exercising reasonable diligence, would have been known to it.29  Knowl-
edge of a breach will be ascribed to the business associate if any of its of-
ficers, employees or agents, other than the person committing the breach, 
has knowledge of the breach or, by exercising reasonable diligence, would 
have had knowledge of the breach.30  
	 If a covered entity’s business associate discovers that it has committed 
a breach of unsecured protected health information of the covered entity, 
then the covered entity will be deemed to have discovered such breach 
as well, even if the covered entity does not have actual knowledge of the 
breach.  That is so because a covered entity’s business associate is an agent 
of the covered entity.  As discussed above, a covered entity will be treated 
as having discovered a breach on the first day that any of its agents dis-
covers the breach or, by exercising reasonable diligence, would have had 
knowledge of the breach.  Accordingly, a covered entity will be treated as 
having discovered a breach on the first day that its business associate dis-
covers the breach or, by exercising reasonable diligence, would have had 
knowledge of the breach.  

The Notification Obligations

	 Once a covered entity or business associate has analyzed the above 
threshold issues and determined that its obligation to deliver such notices 
has been triggered, the next step would be to identify who it is required to 
notify, what the contents of such notice must consist of, when such notice 
should be delivered, and how such notice should be delivered. In brief, 
those obligations can be summarized as follows:
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In each breach of unsecured protected health information, a covered 
entity must send notice of the breach to each individual whose unse-
cured protected health information the covered entity either knows or 
reasonably believes was the subject of the breach.  
	 In all circumstances, a covered entity must notify each individual 
whose unsecured protected health information has been accessed, ac-
quired, used, or disclosed as a result of the breach.31  Such notice must be 
given not only to those individuals whose information the covered entity 
actually knows was involved in the breach, but also those whose informa-
tion the covered entity “reasonably believes” was involved.32

	 The notice must include, to the extent possible, the following infor-
mation: (i) a brief description of what happened, including the date of the 
breach and the date of discovery of the breach; (ii) a description of the 
types of information that were involved in the breach; (iii) any steps in-
dividuals should take to protect themselves from potential harm resulting 
from the breach; (iv) a brief description of what the covered entity is doing 
to investigate the breach, to mitigate harm to individuals, and to protect 
against any further breaches; and (v) contact procedures for individuals to 
ask questions or learn additional information, which must include a toll-
free telephone number, an email address, website, or postal address.  The 
notice must be written in plain language.33

	 The notice must be sent without unreasonable delay, but not later than 
60 days following the discovery of the breach.34  HHS’s preamble to the 
Breach Notification Regulations clarifies that “the time period for breach 
notification begins when the incident is first known, not when the inves-
tigation of the incident is complete, even if it is initially unclear whether 
the incident constitutes a breach as defined in this rule.”35  In connection 
with the foregoing, it should be noted that the Breach Notification Regula-
tions provide that the notice may be provided in one or more mailings, as 
information is available.36  HHS also clarified that the “60 days is an outer 
limit and therefore, in some cases, it may be an “unreasonable delay” to 
wait until the 60th day to provide notification. For example, if a covered 
entity has compiled the information necessary to provide notification to 
individuals on day 10 but waits until day 60 to send the notifications, it 
would constitute an unreasonable delay despite the fact that the covered 
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entity has provided notification within 60 days.”37  
	 The notice must be provided in the following manner:38 

(a)	 The notice must be in writing.  

(b)	 Unless the covered entity knows that the individual has died, the no-
tice must be sent by first class mail to the individual at the last known 
address of the individual.  Alternatively, if the individual had agreed to 
electronic notice and such agreement has not been withdrawn by him 
or her, the notice may be sent by electronic mail.  If the individual is 
a minor or otherwise lacks legal capacity due to a physical or mental 
condition, notice to the parent or other person who is the personal rep-
resentative of the individual is sufficient.  If the covered entity does 
not have sufficient contact information or the contact information it 
has is out of date, it may send a substitute notice in a manner reason-
ably calculated to reach the individual.  If there is insufficient or out of 
date contact information for less than 10 individuals, then the substi-
tute notice may be provided by an alternative form of written notice, 
telephone, or other means.  If there is insufficient or out of date contact 
information for 10 or more individuals, the substitute notice must be 
in the form of either a conspicuous posting for a period of 90 days on 
the home page of the covered entity’s website or a conspicuous notice 
in major print or broadcast media in geographic areas where the af-
fected individuals likely reside, and, in either case, the notice must 
include a toll-free phone number that remains active for at least 90 
days where an individual can learn whether his or her information was 
included in the breach.  

(c)	 If the covered entity knows that the individual has died and has the ad-
dress of his or her next of kin or personal representative, then the notice 
must be sent by first class mail to such next of kin or personal represen-
tative.  If the individual has died but the covered entity does not have the 
contact information of the deceased individual’s next of kin or personal 
representative, it need not send any substitute notice to anyone.   

(d)	 A covered entity may send out a separate notice, in addition to that re-
quired above, in any case deemed by the covered entity to require urgen-
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cy because of possible imminent misuse of unsecured protected health 
information.  Such notice may be given by telephone or other means. 

 
With respect to each breach of unsecured protected health informa-
tion, the covered entity must notify HHS, but the form and timing of 
such notice depends on the number of individuals whose protected 
health information was the subject of the breach.
	W ith respect to each breach of unsecured protected health informa-
tion, a covered entity must notify HHS as follows:39  If the breach involves 
the information of less than 500 individuals, then the covered entity must 
maintain a log all such breaches and submit the log to HHS within 60 
days of the end of the calendar year during which the breach occurred.  
If the breach involves the protected health information of at least 500 in-
dividuals, regardless of whether or not they reside in the same State or 
jurisdiction, the covered entity must notify HHS at the same time that it 
notifies the affected individuals. The foregoing notices must be provided 
in the manner instructed by HHS on its website.  Although such instruc-
tions were not available at the time of this writing, they will be posted by 
HHS on its website in the near future.

If the breach involves more than 500 individuals who reside in the 
same State or jurisdiction, the covered entity must notify the media 
outlets serving such State or jurisdiction.  
	 If the breach involves more than 500 individuals of a State or jurisdic-
tion, the covered entity must notify prominent media outlets serving such 
State or jurisdiction.40  The term “jurisdiction” refers to a geographic area 
smaller than a state, such as a county, city, or town.  The term “prominent 
media outlet” was purposely left undefined in order to provide covered 
entities flexibility to select media outlets that are appropriate for the State 
or jurisdiction involved.  
	 The obligation to send a notice to the media is triggered only if the 
500 or more individuals affected reside in the same State or jurisdiction.  If 
they do not, then there is no obligation to send a notice to the media.  HHS 
included the following example in its preamble to the Breach Notification 
Regulations: “If a covered entity discovers a breach of 600 individuals, 
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200 of which reside in Virginia, 200 of which reside in Maryland, and 200 
of which reside in the District of Columbia, such a breach did not affect 
more than 500 residents of any one State or jurisdiction, and as such, noti-
fication is not required to be provided to the media.”41

	 Although the notice to the media is intended to be directed “to” the 
media and must be sent in addition to any notice that is sent to the affected 
individuals, it must contain the same information as that required to be 
given to the affected individuals.  In addition, it must be given within the 
same time period as the notice required to be given to the affected indi-
viduals.

In each breach of unsecured protected health information by a busi-
ness associate, the business associate must notify the covered entity.  
	 A business associate who discovers a breach of unsecured personal 
health information does not have any obligation to notify the affected in-
dividuals, HHS, or the media.42  Instead, it is required to notify the covered 
entity.  Such notice must be given within 60 calendar days after the busi-
ness associate discovers the breach.  The notice must contain the following 
information: (i) to the extent possible, the identification of each individual 
whose information was, or is reasonably believed by the business associ-
ate to have been, the subject of the breach; and (ii) any other available 
information that the covered entity is required to include in its notification 
to the affected individual.  Upon receiving the notice of breach from the 
business associate, the covered entity, in turn, would then be obligated un-
der the Breach Notification Regulations to send out the appropriate notices 
to the affected individuals, HHS, and the media.  
	 Covered entities and business associates should consider the impact 
of the foregoing notification obligations on their business associate agree-
ments.  By way of background, a covered entity is required under HIPAA 
to enter into a “business associate agreement” with each of its business as-
sociates to ensure that the business associate safeguards the confidentiality 
of the protected health information of the covered entity.  At a minimum, 
HIPAA requires that a business associate agreement contain certain man-
datory provisions pursuant to which the business associate shall agree to 
safeguard the covered entity’s protected health information.  However, a 
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well-drafted business associate agreement would also contain mechanisms 
— such as representations, warranties, and indemnities — which allocate 
between the covered entity and the business associate the foreseeable risks 
of liability and loss in the event that the business associate uses or disclos-
es the protected health information in any manner that would constitute a 
violation of HIPAA by the covered entity.  Covered entities and business 
associates should review their business associate agreements to ensure 
that the agreements appropriately address their respective obligations and 
risks in the event of a breach of unsecured protected health information by 
the business associate.

A covered entity and business associate is required to delay the giving 
of any notice upon the request of a law enforcement official if certain 
conditions are satisfied.  
	 A covered entity and business associate is required to delay the giving 
of any notice if a law enforcement official states that a notice required under 
the Breach Notification Regulations would impede a criminal investigation 
or cause damage to national security.43  If the statement is in writing and 
specifies the time for which a delay is required, then the covered entity or 
business associate need not take any further action until the end of the time 
period for which a delay is required.  If the statement is made orally, the 
covered entity or business associate must document the statement, including 
the identity of the official making the statement, and delay the notice tempo-
rarily but not longer than 30 days from the date of the oral statement, unless 
during such period the law enforcement official submits a written statement 
specifying a longer period of time for which a delay is required.  
	 The Breach Notification Regulations moved the definition of the term 
“law enforcement official” from 42 CFR 164.501 to 42 CFR 164.103, but 
they did not revise it in any manner.  A “law enforcement official” means 
an officer or employee of any agency or authority of the United States, a 
State, a territory, a political subdivision of a State or territory, or an Indian 
tribe, who is empowered by law to: (1) investigate or conduct an official 
inquiry into a potential violation of law; or (2) prosecute or otherwise con-
duct a criminal, civil, or administrative proceeding arising from an alleged 
violation of law.  
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Burden of Proof

	 In the event of an impermissible use or disclosure of protected health 
information, the burden of proof lies on the covered entity/ business as-
sociate to establish either that (i) it complied with the notification obliga-
tions or, alternatively, (ii) that the threshold requirements giving rise to the 
notification obligations were not met, and therefore, it was not obligated to 
send out any notices.44  Due to the foregoing, HHS cautions that “when a 
covered entity or business associate knows of an impermissible use or dis-
closure of protected health information, it should maintain documentation 
that all required notifications were made, or, alternatively, of its risk as-
sessment or the application of any exceptions to the definition of ‘breach’ 
to demonstrate that notification was not required.”45

Administrative Obligations

	 HIPAA requires covered entities to adopt various administrative safe-
guards to protect the confidentiality of protected health information.46  The 
Breach Notification Regulations require that covered entities review cer-
tain of these administrative safeguards, and, where necessary, incorporate 
into such administrative safeguards the new obligations imposed on them 
under the Breach Notification Regulations.47  In brief, the administrative 
safeguards that need to be reviewed under the Breach Notification Obliga-
tions are those that require a covered entity to develop appropriate policies 
and procedures with respect to protected health information to assure com-
pliance with HIPAA, to train its employees and other workforce members 
on such policies and procedures and sanction them for failure to comply 
with such policies and procedures, to provide a process for individuals to 
make complaints regarding a failure of the covered entity to comply with 
such policies and procedures, and to refrain from intimidating or retalia-
tory acts against a complainant.  

ACTIONS THAT MAY BE TAKEN TO MINIMIZE LIABILITY UNDER 
THE BREACH NOTIFICATION OBLIGATIONS

	 Covered entities and their business associates may minimize or even 
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avoid any potential liability under the Breach Notification Regulations by 
taking the following actions:  

Securing Protected Health Information

	 Covered entities and their business associates may avoid any potential 
liability under the Breach Notification Regulations as well as avoid the 
possibility of having to provide the required notices by taking steps now to 
secure any protected health information held by them. As discussed above, 
the notification obligations imposed by the Breach Notification Regula-
tions are triggered only by breaches of unsecured protected health infor-
mation.  Indeed, HHS recognizes that many covered entities and business 
associates will voluntarily choose to secure their protected health informa-
tion in order to avoid the possibility of having to provide breach notifica-
tions and it encourages them to take such an approach.

Adoption of Systems and Controls Appropriate for Detecting 
Breaches

	 As discussed above, a covered entity or business associate is liable 
under the new regulations for failing to provide a required notice in con-
nection with a breach if the covered entity or business associate did not 
know of the breach, but, by exercising reasonable diligence, would have 
known of the breach.  Accordingly, such entities should put in place sys-
tems and controls pursuant to which the appropriate persons within their 
organizations are made aware of any breaches, so that they can timely send 
the required notices.  

Modification of HIPAA Policies and Procedures

	 As discussed above, covered entities will be in violation of the new 
regulations unless they revise their HIPAA policies and procedures to in-
corporate the additional obligations imposed on them under the new regu-
lations. Accordingly, covered entities should not delay in doing so.  
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Amendment of Business Associate Agreements

	 As discussed above, covered entities and their business associates 
should ensure that their business associate agreements appropriately ad-
dress their respective obligations in the event of a breach of unsecured 
protected health information by the business associate.
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